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what are quantum technologies
and why

you will need them




what will be a key technology

in the 21st century?
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two key points

KP 1: science drives technology

new science = new technologies

KP 2: it’s all about resources

harnessing resources is key

generate, transport, control, transform, use



revolution 4.0: quantum
the second quantum revolution

quantum

the driving technology of the 21st century




quantum technology

the art of controlling

individual quantum systems

to perform useful tasks




quantum resources

superposition, entanglement, nonlocality, duality

quantum features:
+ no classical analogue
+ essential for quantum technologies

+ goal: harness quantum systems for useful tasks

generate, transport, control, transform, use




QUANTUM TECHNOLOGY APPLICATIONS
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Oil and gas exploration
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Quantum
Computing
Machine Learning

Artificial Intelligence
Big data

Most Secure Communications
Eavesdropping detection



quantum communications




crypto: we use it every day
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the problem

quantum computers will break internet security

+ secure communications + authentication
+ digital signatures « critical infrastructure
+ mobile networks + blockchain
5G, 6G, ... bitcoin, ethereum, ...
+ financial transactions + software updating
mobile banking, POS, e-commerce cars, computers

= need to avoid the quantum apocalypse (Q-Day)




how serious is the threat?




Mosca equation
“store now, decrypt later” (SNDL) attack

Migration time

The number of years needed to properly
and safely migrate the system to a
quantum-safe solution

Shelf-life time

The number of years the
information must be protected by
the cyber-system

Threat timeline

The number of years before the relevant
threat actors will be able to break the
quantum-vulnerable systems

Source: Michele Mosca, University of Waterloo, Canada'®

Danger zone



quantum computing
a $65 billion industry by 2030




IBM roadmap

Development Roadmap 1BM Quantum
2016-2019 e 2020e 2021e 2022e 2023e 2024 2025 2026 2027 2028 2029 2033+
Run quantum clreuts Release muti Enancing quantum  Bring dynamic Beyond 2033, quantum-
on'he 18M Quantum Platform dimensional axecution speed by circut qually o qualiy qualty
o dlow7SKges  alowiOKgales  alowiKgates alowiOOMgates  willinclude 10000l
it ot aim Runtime soneriessand gates wth partioningand logical qubisunlocking

focused on scaling the full power of
quantum computing.
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... any solutions?




Q-Day

two ways out

1. the classical way: post-quantum crypto (PQC)

find quantum-resistant, public-key classical algorithms = NIST PQC

2. the quantum way: quantum key distribution (QKD)

use the power of quantum + symmetric crypto (AES, OTP)



https://csrc.nist.gov/projects/post-quantum-cryptography/selected-algorithms-2022

what to do?

transition to quantum-resistant crypto

QUANTUM-READINESS:
MIGRATION TO POST-QUANTUM

+ create a quantum-readiness roadmap

CRYPTOGRAPHY
+ start quantum risk assessment

NATIONAL INSTITUTE OF
'STANDARDS AND TECHNOLOGY
ssssssssssssssssssssss

+ replace public-key algorithms with
quantum-resistant ones

20 billion devices to be upgraded/replaced with PQC in the next 20 years




post-quantum crypto alliance

TTHELINUX FOUNDATION

_faty Post-Quantum
~1,) Cryptography Alliance

Drive the advancement and
adoption of post-quantum

cryptography.
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PQC: deployed

+ signal protocol: enhanced by PQC

+ @& : iMessages with PQ3

Classical Cryptography
Not quantum secure

End-to-end PQC key
encryption ‘establishment
by default +

Ongoing PQC
rekeying

Announcing PQXDH! The first step in post-quantum resistance:
for the Signal Protocol, PQXDH protects your Signal calls & chats
from potential future threats of breakthroughs in quantum
computing. And it's already rolling out to Signal clients
everywhere.




the quantum way: QKD

1. use quantum resources to securely distribute keys

2. use keys in symmetric crypto (OTP, AES etc)

quantum solves 2 problems:

+ true (quantum) randomness

+ secure key distribution
eavesdropper detected



the quantum way: QKD

why does it work?

+ no-cloning theorem = Eve cannot clone an unknown quantum state

+ measurement changes the state = you listen, you leave a trace

Eve will be detected !

classically impossible




QKD

commercial

+ providers: IDQ, ThinkQuantum, Toshiba, QTI, KeeQuant, Kets Quantum, QO Jena,
LuxQuanta . ..

+» €150-300 k/pair




quantum: worldwide




From Flagship to Fleet
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Quantum
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EUROPEAN
QUANTUM SENSING
AND METROLOGY

Bring quantum
technologies from

INFRASTRUCTURES
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the lab to the market  INFRASTRUCTURE (EuroQSM) DIGITAL EUROPE
and consolidate ®9
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Build and deploy in the
next decade a certified
secure pan-European
end-to-end QCl for cyber-
security services

Build and deploy
dedicated measurement
services for quantum
devices and support the
creation of globally
accepted standards

COMPUTING AND SIMULATION
INFRASTRUCTURE (EuroQCS)
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Build and deploy an
infrastructure for big data,
artificial intelligence, high
performance computing,
among others




Petrus: building EuroQClI

@ EuroQCI

()

+ network of 27 national QCls

+ fiber + free-space links

« cross-border links




EuroQCS

+ 6 sites across EU

+ applications

The EuroHPC JU has selected six sites across
the European Union to host and operate

> molecular simulations: new the first EuroHPC quantum computers in:
medicines
W= Czechia
. 0 France

> new materials; batteries -
0 ltaly
== poland

> traffic optimisation: maps = Spain

> logistics: @MAG

» scheduling: B?It Glovo
B @Bosch T (infineon

+ R&D, industry need
quantum computers
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EU quantum ecosystem

OTEdu

QUANTUM TECHNOLOGY
EDUCATION

Quantum Technologies Courses
forIndustry

European Quantum Industry
Consortium




China

Beijing-Shanghai quantum backbone, 2000 km (~
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Al-pass optical Satelite
stati

Nature 589, 214 (2021)

Hefei: 46 nodes intra-city quantum network

Qnantnm leaps

s satelite, launched in August 2016, has now validated across arecord 1200 ilometers the
spooky action” that Albert Einstein abhorred (1). The team is planning other quantum tricks (2-4).

Light-altering crystal —
led

4.Global network
Future satelltes and
g tions could
enable a quantum
intemet.

jang
ground station

1. Spooky action
Entangled photons were
sentto separate stations.
Measuring one photon's
ate instantl
determines the oth
matter how far away.

2. Quantum key
Micius willsend strings
ofentangled photors
tothe stations, creating
ey for eavesdrop-proof
communications.

Pair string

3. Quantum teleportation
Micius wil send one entangled
photon to Earth whil keeping.
its mate on board. When  third
photon with an unknown state
is entangled with the one on
Earth, and their states jointly
mezsured, the propertes of
the st pioton are instantly
teleported up to Micus.

Science 356, 1110 (2017)



quantum @RO




Romanian Quantum Network
2017 —

www.rognet.ro

Vision
quantum: the driving technology in 21st century

Mission
develop quantum technologies in Romania

Strategic objectives
+ research
+ education
+ dissemination



QUTECH-RO

2018 — 2021
P1: Q-INFO P2: Q-CHIP P3: Q-VORTEX
quantum information integrated quantum optical vortices
quantum simulation photonics lithography
quantum protocols 3D laser fabrication
s €1.14 Mil
+ 5 partners, 5 projects

*

grant: UEFISCDI (PCCDI)

: _
¢ httpS '//roqnet'rO/qUteCh ro/ Applied quantum optics Lab quantum computation with Majorana
IBM-Q Lab Fermions

quantum source

B wies




QTSTRAT
2021 — 2023

Q QTSTRAT
RO national strategy in quantum communications

+ Q1. research
quantum research hubs

/f research V\
. . strategic _ -~ ~~ _ objectives

+ Q2. education and training e f N
quantum specialists PR ’ resources S N

ik infrastructure
. training .

+ Q8. infrastructure funding 7
intra-city g. networks, national N ‘ R
quantum backbone, cross-border links A L

AN quantum -7
industry

+ Q4. quantum industry
components, applications, services
https://qtstrat.granturi.ubbcluj.ro




take home message

1. whatever you do, there’s a quantum app for that
(to help you do it better/faster/safer)

2. quantum is coming: not if, but when

are you ready for quantum?




Thank you!




